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Why we need disclosure techniques and 
why differential privacy 

•  Title 13 requires non-disclosure 
–  Reconstruction of data cannot be possible 
–  Rules cannot be released 

•  Fundamental Law of Information Recovery 
•  Commission on Evidence-based policymaking 

recommendations 
•  NAS report, Innovations in Federal Statistics: 

Combining Data Sources While Protecting 
Privacy, recommendations 

•  “Big data” companies use DP 



Title 13 and Privacy 



Title 13.9:  produce no publication where an 
individual can be identified 
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Fundamental Law of Information Recovery 

Fundamental Law of Information Recovery 
states that overly accurate estimates of too 
many statistics can completely destroy 
privacy 



Need to use state-of-the-art techniques 
(Commission on Evidence-Based Policymaking) 

•  RECOMMENDATION 3-2: The President should 
direct  Federal departments, in coordination with 
the National Secure Data Service, to adopt 
state-of-the-art database, cryptography, 
privacy-preserving, and privacy-enhancing 
technologies for confidential data used for 
evidence building.  



Work with academia and improve methods  
(Groves and Harris-Kojetin, NAS report) 

 

 
Volume 1, 5-1:  Statistical agencies should engage in 
collaborative research with academia and industry to 
continuously develop new techniques to address 
potential breaches of the confidentiality of their data 
 
Volume 1, 5-2:  Federal statistical agencies should adopt 
modern database,  cryptography, privacy preserving, 
and privacy-enhancing technologies 
 



What is differential privacy 

•  Differential privacy describes a promise, made 
by a data holder, or curator, to a data subject:  

•  “You will not be affected, adversely or otherwise, 
by allowing your data to be used in any study or 
analysis, no matter what other studies, data sets, 
or information sources, are available.” 

•   ε-differential privacy says probability changes 
only by ε. 



Current Disclosure Techniques 

 

 

•  only release information at high levels of aggregation; 
•  swap data, in which variables from pairs of different 

records are interchanged; 
•  top- or bottom-code data, e.g., reporting an income of 

$150,000 for all respondents with incomes higher 
than that figure; 

•  add noise to individuals’ responses or to computed 
statistics; 

•  create synthetic data, in which models fit to the real 
data are used to generate artificial data that are then 
released. 



Two Privacy Mechanisms for the 2010 Census 

Source: Source:  Garfinkel and Abowd, Census Program Management Review presentation, October 2018 



Reconstruction is feasible: 25 published 
estimates for every person in 2010 Census 

Source:  Garfinkel and Abowd, Census Program Management Review presentation, October 2018 



Example of Disclosure gone wrong 
Alexander, Davern, Stevenson (Public Opinion Quarterly 2010) 



And even worse in ACS and CPS 
(CPS elderly poverty rates had to be revised) 

Source:  Alexander, Davern, Stevenson, Public Opinon Quarterly Fall 2010. 



Example of DP success:  Opportunity Atlas 
Chetty, Hendren, Jones, Porter (NBER 2018) 

https://www.opportunityatlas.org/ 
 



Measuring accuracy, privacy loss and finding ε

 

 

Source: Abowd, Census Scientific Advisory Committee Presentation, Sept 2018 



Different projects may have different trade-offs

 

 

Source: Source: Abowd, Census Scientific Advisory Committee Presentation, Sept 2018 



Differential privacy is not a panacea in many ways 

•  neither differential privacy nor any other technique can 
circumvent the fundamental law of information recovery 

•  there is no difference between multiple releases of 
synthetic datasets and interactive query systems 

•  differential privacy limits interaction with the dataset, not 
allowing the analyst to see the raw data 

•  differential privacy also hides outliers. 
•  differential privacy may require larger sample sizes in 

order to learn things about the full population 
•  differential privacy intentionally introduces statistical 

noise. 

 
Source: Groves and Harris-Kojetin, “Federal Statistics, Multiple  
Data Sources and Privacy Protection” NAS Report, 2017 



Issue of a Privacy Budget 

•  Set total privacy-loss budget: ε 
•  Ensure that ε1+ε2+ε3+ε4+ε5+εA = ε,  

– ε1 National, ε2 state, ε3 county, ε4 tract, ε5 
block, εA microdata 

•  Within each stage, allocate privacy-loss budget 
between: PL-94, Parts of SF-1 not in PL-94 

•  Key is how is privacy budget chosen 
•  How does this budget affect other data sets 



Differential Privacy via Synthetic Data 

•  OnTheMap 
–  https://onthemap.ces.census.gov 

•  Longitudinal Business Database 
–  https://www.census.gov/ces/dataproducts/datasets/

lbd.html 
•  SAIPE – Small Area Income and Poverty Estimates 

–  https://www.census.gov/programs-surveys/saipe.html 
•  SIPP Synthetic Beta File 

–  https://www2.vrdc.cornell.edu/news/data/sipp-synthetic-
beta-file/ 



Example:  “The distribution of the share of household 
income earned by the wife exhibits a sharp cliff at 0.5…”  

- Bertrand, Kamenca, Pan (QJE 2015) 

 SSB results                   Internal results  



Possible Fundamental Theorem of Synthetic Data 

 For a finite set of models (or research 
questions) and a micro data set, there exists 
a synthetic data set that yields similar results 
as the original data set 



What can we do? 

•  Respond to all Federal Register Notices 
•  Participate in Advisory Meetings and other user 

groups (COPAFS, APDU) 
•  Don’t Complain; Provide Suggestions 
•  Talk to Census staff – and do it early and often 
•  Be specific about the effects on accuracy 
•  Train Census staff 



Answer the FR Notice 

https://www.federalregister.gov/documents/2018/10/09/2018-21837/soliciting-
feedback-from-users-on-2020-census-data-products-reopening-of-comment-period 
 



What can we do? 

•  Respond to all Federal Register Notices 
•  Participate in Advisory Meetings and other user 

groups (COPAFS, APDU) 
•  Don’t Complain; Provide Suggestions 
•  Talk to Census staff – and do it early and often 
•  Be specific about the effects on accuracy 
•  Train Census staff 



We all need training in new methods 

 

 

 
 
 
Final, 5-1:  Federal statistical agencies should ensure 
their technical staff receive appropriate training in modern 
computer science technology including but not limited to 
database, cryptography, privacy-preserving, and privacy 
enhancing technologies 
 
 
Groves and Harris-Kojetin, “Federal Statistics, Multiple Data Sources and 
Privacy Protection” NAS Report, 2017 


